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Abstract— Cooperative communications can significantly 
enhance transmission reliability and bandwidth efficiency in 
wireless networks. However, the impact of cooperative 
communications on network-level upper layer issues, such as 
topology control, routing and network capacity, is largely 
ignored. At the same time, security is an important issue in 
MANETs and existing security schemes have significant 
impact on throughput. In this paper, a security cum topology 
control scheme, called COCO+ALPHA scheme to improve the 
network capacity as well as to provide the security in mobile 
ad hoc networks (MANETs) with cooperative communications 
is presented. Both upper layer network capacity and physical 
layer relay selections are considered in the proposed scheme. 

Keywords— Cooperative communication, security, network 
capacity, MANETs, topology control. 

I. INTRODUCTION 

The demand for speed in wireless networks is 
continuously increasing. Recently, cooperative wireless 
communication has gained tremendous interest as an 
untapped means for improving the performance of 
information transmission operating over the ever-
challenging wireless medium. Cooperative communication 
has emerged as a new dimension of diversity to emulate the 
strategies designed for multiple antenna systems, since a 
wireless mobile device may not be able to support multiple 
transmit antennas due to size, cost, or hardware limitations 
[1]. By exploiting the broadcast nature of the wireless 
channel, cooperative communication allows single-antenna 
radios to share their antennas to form a virtual antenna array, 
and offers significant performance enhancements. This 
promising technique has been considered in the IEEE 
802.16j standard, and is expected to be integrated into Third 
Generation Partnership Project (3GPP) Long Term 
Evolution (LTE) multi-hop cellular networks [2].  

Although extensive research has been done on 
cooperative communications, most existing works are 
focused on physical layer issues, such as decreasing outage 
probability and increasing outage capacity [3], which are 
only link-wide metrics. However, from the network point of 
view, it may not be sufficient for the overall network 
performance, such as the whole network capacity. 
Therefore, many upper layer aspects of cooperative 
communication merit further research, e.g., the impacts on 
network structure and topology control, especially in 
mobile ad hoc networks (MANETs). Indeed, most current 
studies on MANETs attempt to create, adapt, and manage a 

complex network based on traditional simple point-to-point 
non-cooperative wireless links.    

Security is the other concern and bottleneck for widely 
deployed wireless applications due to the vulnerable open 
shared access medium and the stringent resource constraints 
[4]. Particularly, mobile ad hoc networks (MANETs) 
present more challenges to secure routing, key exchange, 
key distribution and management, as well as intrusion 
detection and protection [5], [6]. These challenges are 
attributed to the peculiarities of MANETs, i.e., multi-hop 
routing and packet forwarding, lack of infrastructure, 
dynamic topology, node cooperation, etc. 

In wireless multi-hop networks, a communication 
between end-hosts may involve a large number of 
forwarding nodes, which may lead to resource exhaustion 
attacks (e.g. targeting energy, bandwidth, and CPU 
resources) on any element of a communication path. To 
limit the impact of this attack, it is vital to efficiently verify 
the authenticity of a message and its sender’s identity to 
detect and drop forged or unauthorized messages early. 
Such a facility also allows on-path entities to authenticate 
data, e.g., for control and signalling data between end-hosts 
and forwarding nodes such as location updates from mobile 
devices. Together, forgery detection and data extraction 
form the basis for more complex services, such as rate and 
resource allocation within the network controlled by end-
host but enforced by intermediate nodes.  

Conventionally, light-weight end-to-end integrity 
protection and encryption are based on shared secrets and 
symmetric ciphers. However, these mechanisms cannot 
enable integrity checking on a hop-by-hop basis because 
forwarding nodes typically have no access to the shared 
secrets. Therefore, they cannot use these mechanisms to 
verify the authenticity of data and the identity of the 
communicating peers. Simply sharing the symmetric keys 
with forwarding nodes is not possible because malicious 
relays could use these keys to manipulate data in transit. 
Hence, packet manipulation and unauthorized transmission 
are only detected by the destination host and cannot be 
filtered by intermediate nodes. While public-key 
cryptography does not suffer from this limitation, it is 
computationally more complex than the symmetric 
approaches. This overhead and the resulting impact on 
energy consumption and communication latency are 
prohibitive for per-packet verification in the vast majority 
of multi-hop scenarios.  
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Hash chains represent a practical basis for solving this 
problem as they are computationally efficient and are 
successfully employed in different specialized protocols, 
such as TESLA [7], CSA [8], ZCK [9], the Guy Fawkes 
Protocol [10], and WIMP [11]. However, existing solutions 
either lack on-path data verification or are too inefficient in 
wireless multi-hop networks for both infrequent low-
volume and high-volume transfers. Moreover, they are 
designed for tightly restricted use- cases, making it difficult 
to apply them in a broader scope. 

In this paper, considering both upper layer network 
capacity and physical layer cooperative communications, 
the topology control issues in MANETs with cooperative 
communications are studied. A Capacity-Optimized 
Cooperative (COCO) topology control scheme [12, 13] to 
improve the network capacity in MANETs by jointly 
optimizing transmission mode selection, relay node 
selection, and interference control in MANETs with 
cooperative communications is implemented. Then the 
COCO topology control scheme with an Adaptive and 
Lightweight Protocol for Hop-by-hop Authentication 
(ALPHA) [14] to provide hop-by-hop authentication are 
combined. Through simulations, it can be shown that 
physical layer cooperative communications have significant 
impacts on the network capacity, and the proposed 
COCO+ALPHA scheme can substantially improve the 
network capacity in MANETs with cooperative 
communications and ensure hop-by-hop authentication and 
message integrity in the network. 

The remainder of the paper is structured as follows. 
Cooperative communications and the topology control 
problem in MANETs are introduced. Network capacity, 
authentication schemes and the proposed COCO+ALPHA 
scheme are presented. The implementation results and 
discussions are listed and are concluded. 

II. MOBILE AD HOC NETWORKS WITH COOPERATIVE 

COMMUNICATIONS 

In this section, the concept of cooperative 
communications is introduced. Then the topology control 
problem in MANETs with cooperative communications is 
presented. 

A. Cooperative Communications 

Cooperative communication typically refers to a system 
where users share and coordinate their resources to enhance 
the information transmission quality. It is a generalization 
of the relay communication, in which multiple sources also 
serve as relays for each other. Early study of relaying 
problems appears in the information theory community to 
enhance communication between the source and destination 
[15]. Recent tremendous interests in cooperative 
communications are due to the increased understanding of 
the benefits of multiple antenna systems [1]. Although 
multiple-input multiple-output (MIMO) systems have been 
widely acknowledged, it is difficult for some wireless 
mobile devices to support multiple antennas due to the size 
and cost constraints. Recent studies show that cooperative 
communications allow single antenna devices to work 
together to exploit the spatial diversity and reap the benefits 

of MIMO systems such as resistance to fading, high 
throughput, low transmitted power, and resilient networks 
[1].  

In a simple cooperative wireless network model with two 
hops, there is a source, a destination, and several relay 
nodes. The basic idea of cooperative relaying is that some 
nodes, which overheard the information transmitted from 
the source node, relay it to the destination node instead of 
treating it as interference. Since the destination node 
receives multiple independently faded copies of the 
transmitted information from the source node and relay 
nodes, cooperative diversity is achieved. Relaying could be 
implemented using two common strategies,  

 Amplify-and-Forward 
 Decode-and-Forward. 

In amplify-and-forward, the relay nodes simply boost the 
energy of the signal received from the sender and retransmit 
it to the receiver. In decode-and-forward, the relay nodes 
will perform physical-layer decoding and then forward the 
decoding result to the destinations. If multiple nodes are 
available for cooperation, their antennas can employ a 
space-time code in transmitting the relay signals. It is 
shown that cooperation at the physical layer can achieve 
full levels of diversity similar to a MIMO system, and 
hence can reduce the interference and increase the 
connectivity of wireless networks.  

Most existing works about cooperative communications 
are focused on physical layer issues, such as decreasing 
outage probability and increasing outage capacity, which 
are only link-wide metrics. However, from the network’s 
point of view, it may not be sufficient for the overall 
network performance, such as the whole network capacity. 
Therefore, many upper layer network-wide metrics should 
be carefully studied, e.g., the impacts on network structure 
and topology control. Cooperation offers a number of 
advantages in flexibility over traditional wireless networks 
that go beyond simply providing a more reliable physical 
layer link. Since cooperation is essentially a network 
solution, the traditional link abstraction used for networking 
design may not be valid or appropriate. From the 
perspective of a network, cooperation can benefit not only 
the physical layer, but the whole network in many different 
aspects.  

With physical layer cooperative communications, there 
are three transmission manners in MANETs: direct 
transmissions (Fig. 1a), multi hop transmissions (Fig. 1b) 
and cooperative transmissions (Fig. 1c). Direct 
transmissions and multi-hop transmissions can be regarded 
as special types of cooperative transmissions. A direct 
transmission utilizes no relays while a multi-hop 
transmission does not combine signals at the destination. In 
Fig. 1c, the cooperative channel is a virtual multiple-input 
single-output (MISO) channel, where spatially distributed 
nodes are coordinated to form a virtual antenna to emulate 
multi-antenna transceivers. 

B. Topology Control 

The network topology in a MANET is changing 
dynamically due to user mobility, traffic, node batteries, 
and so on. Meanwhile, the topology in a MANET is 
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controllable by adjusting some parameters such as the 
transmission power, channel assignment, etc. In general, 
topology control is such a scheme to determine where to 
deploy links and how the links work in wireless networks to 
form a network topology which 

 
Fig.1. Three transmission protocols. (a) Direct 
transmissions via a point-to-point conventional link. (b) 
Multi-hop transmissions via a two-hop manner occupying 
two time slots. (c) Cooperative transmissions via a 
cooperative diversity occupying two consecutive slots. The 
destination combines the two signals from the source and 
the relay to decode the information. 
 
will optimize the energy consumption, the capacity of the 
network, or end-to-end routing performance. Topology 
control is originally developed for wireless sensor networks 
(WSNs), MANETs, and wireless mesh networks to reduce 
energy consumption and interference. It usually results in a 
simpler network topology with small node degree and short 
transmission radius, which will have high-quality links and 
less contention in medium access control (MAC) layer. 
Spatial/spectrum reuse will become possible due to the 
smaller radio coverage. Other properties like symmetry and 
planarity are expected to obtain in the resultant topology. 
Symmetry can facilitate wireless communication and two-
way handshake schemes for link acknowledgment while 
planarity increases the possibility for parallel transmissions 
and space reuse.  

Power control and channel control issues are coupled 
with topology control in MANETs while they are treated 
separately traditionally. Although a mobile node can sense 
the available channel, it lacks the scope to make network 
wide decisions. It therefore makes more sense to conduct 
power control and channel control via the topological 
viewpoint. The goal of topology control is then to set up 
interference-free connections to minimize the maximum 
transmission power and the number of required channels. It 
is also desirable to construct a reliable network topology 
since it will result in some benefits for the network 
performance.  

Topology control focuses on network connectivity with 
the link information provided by MAC and physical layers. 

There are two aspects in a network topology: network 
nodes and the connection links among them. In general, a 
MANET can be mapped into a graph G (V, E), where V is 
the set of nodes in the network and E is the edge set 
representing the wireless links. A link is generally 
composed of two nodes which are in the transmission range 
of each other in classical MANETs. The topology of such a 
classical MANET is parameterized by some controllable 
parameters, which determine the existence of wireless links 
directly. In traditional MANETs without cooperative 
communications, these parameters can be transmission 
power, antenna directions, etc. In MANETs with 
cooperative communications, topology control also needs to 
determine the transmission manner (i.e., direct transmission, 
multi-hop transmission, or cooperative transmission) and 
the relay node if cooperative transmission is in use. 

As topology control is to determine the existence of 
wireless links subject to network connectivity, the general 
topology control problem can be expressed as 

G
*
= arg max f(G),                                                 (1) 

s.t. network connectivity. 
The problem Eq. 1 uses the original network topology G, 

which contains mobile nodes and link connections, as the 
input. According to the objective function, a better topology 
G*(V, E*) will be constructed as the output of the algorithm. 
G*should contain all mobile nodes in G, and the link 
connections E* should preserve network connectivity 
without partitioning the network. The structure of resulting 
topology is strongly related to the optimization objective 
function, which is f(G) in Eq. 1.  

It is difficult to collect the entire network information in 
MANETs. Therefore, it is desirable to design a distributed 
algorithm, which generally requires only local knowledge, 
and the algorithm is run at every node independently. 
Consequently, each node in the network is responsible for 
managing the links to all its neighbours only. If all the 
neighbour connections are preserved, the end-to-end 
connectivity is then guaranteed. Given a neighbourhood 
graph G N (V N, E N) with N neighbouring nodes, a 
distributed topology control problem can be defined as G*

N 
= arg max f(G N), s.t. connectivity to all the neighbours. The 
objective function f(G) in Eq. 1 is critical to topology control 
problems. Network capacity is an important objective 
function. Work in [16] shows that topology control can 
affect network capacity significantly. In the following 
section, a topology control scheme with the objective of 
optimizing network capacity in MANETs with cooperative 
communications is presented. 

III. TOPOLOGY CONTROL FOR NETWORK CAPACITY 

IMPROVEMENT IN MANETS WITH COOPERATIVE 

COMMUNICATIONS 

In this section, the capacity of MANETs is described first. 
Then, the COCO topology control scheme for MANETs 
with cooperative communications is presented. 

A. The Capacity of MANETs 

As a key indicator for the information delivery ability, 
network capacity has attracted tremendous interest since the 
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landmark paper by Gupta and Kumar [17]. There are 
different definitions for network capacity. Two types of 
network capacity are introduced in [17]. The first one is 
transport capacity, which is similar to the total one-hop 
capacity in the network. It takes distance into consideration 
and is based on the sum of bit-meter products. One bit-
meter means that one bit has been transported to a distance 
of one meter toward its destination. Another type of 
capacity is throughput capacity, which is based on the 
information capacity of a channel. Obviously, it is the 
amount of all the data successfully transmitted during a unit 
time. It has been shown that the capacity in wireless ad hoc 
networks is limited. In traditional MANETs without 
cooperative communications, the capacity is decreased as 
the number of nodes in the network increases. 
Asymptotically, the per-node throughput declines to zero 
when the number of nodes approaches to infinity [17]. In 
this paper, the second type of definition is adopted.  

The expected network capacity is determined by various 
factors: wireless channel data rate in the physical layer, 
spatial reuse scheduling and interference in the link layer, 
topology control presented earlier, traffic balance in routing, 
traffic patterns, etc. In the physical layer, channel data rate 
is one of the main factors. Theoretically, channel capacity 
can be derived using Shannon’s capacity formula. In 
practice, wireless channel data rate is jointly determined by 
the modulation, channel coding, transmission power, fading, 
etc. In addition, outage capacity is usually used in practice, 
which is supported by a small outage probability, to 
represent the link capacity.  

In the link layer, the spatial reuse is the major ingredient 
that affects network capacity. Link interference, which 
refers to the affected nodes during the transmission, also 
has a significant impact on network capacity. Higher 
interference may reduce simultaneous transmissions in the 
network, thus reduce the network capacity, and vice versa. 
The MAC function should avoid collision with existing 
transmission. It uses a spatial and temporal scheduling so 
that simultaneous transmissions do not interfere with each 
other. Nodes within the transmission range of the sender 
must keep silent to avoid destroying on- going 
transmissions. In addition, there are some factors that 
prevent the channel capacity from being fully utilized, such 
as hidden and exposed terminals, which need to be solved 
using handshake protocols or a dedicated control channel in 
wireless networks. 

Routing not only finds paths to meet quality of service 
(QoS) requirements, but also balances traffic loads in nodes 
to avoid hot spots in the network. By balancing traffic, the 
network may admit more traffic flows and maximize the 
capacity. With the focus on topology control and 
cooperative communications, an ideal load balance in the 
network is assumed, where the traffic loads in the network 
are uniformly distributed to the nodes in the network. 

The study in [3] shows that cooperative transmissions do 
not always outperform direct transmissions. If there is no 
such relay that makes cooperative transmissions have larger 
outage capacity, information is directly transmitted or via 
multi-hops. For this reason, one needs to determine the best 
link block (Fig. 1) and the best relay to optimize link 

capacity. On the other hand, other nodes in the transmission 
range have to be silent in order not to disrupt the 
transmission due to the open shared wireless media. The 
affected areas include the coverage of the source, the 
coverage of the destination, as well as the coverage of the 
relay. 

B. Improving Network Capacity using Topology Control in 
MANETs with Cooperative Communications 

To improve the network capacity in MANETs with 
cooperative communications using topology control, the 
network capacity can be set as the objective function in the 
topology control problem in Eq. 1. In order to derive the 
network capacity in a MANET with cooperative 
communications, one needs to obtain the link capacity and 
inference model when a specific transmission manner (i.e., 
direct transmission, multi-hop transmission, or cooperative 
transmission) is used. 
Definition 1 (Node coverage). The coverage of a node 
refers to its neighbours, i.e.,Cov(u)=VN(u) for node ݑ. In 
the physical meaning, it includes nodes covered by this 
node.  
Definition 2 (Link interference). It refers to the number of 
influenced nodes during the transmission. 
Definition 3 (Network capacity). Network capacity refers 
to the maximum achievable throughput of bits per second 
for each node on average that can be sent to its destination. 

When traditional direct transmission is used, given a 
small outage probability, the outage link capacity can be 
derived. Since only two nodes are involved in the direct 
transmission, the interference set of a direct transmission is 
the union of coverage sets of the source node and the 
destination node. In this paper, the interference model in 
[17] is adopted, which confines concurrent transmissions in 
the vicinity of the transmitter and receiver. This model fits 
the medium access control function well (e.g., the popular 
IEEE 802.11 MAC in most mobile devices in MANETs). 
Herein, interference of a link is defined as some 
combination of coverage of nodes involved in the 
transmission.  

Multi hop transmission can be illustrated using two-hop 
transmission. When two-hop transmission is used, two time 
slots are consumed. In the first slot, messages are 
transmitted from the source to the relay, and the messages 
will be forwarded to the destination in the second slot. The 
outage capacity of this two-hop transmission can be derived 
considering the outage of each hop transmission. The 
transmission of each hop has its own interference, which 
happens in different slots. Since the transmission of the two 
hops cannot occur simultaneously but in two separate time 
slots, the end-to-end interference set of the multi-hop link is 
determined by the maximum of the two interference sets. 

When cooperative transmission is used, a best relay 
needs to be selected proactively before transmission. In this 
study, the decode-and-forward relaying scheme is adopted. 
The source broadcasts its messages to the relay and 
destination in the first slot. The relay node decodes and re-
encodes the signal from the source, and then forwards it to 
the destination in the second slot. The two signals of the 
source and the relay are decoded by maximal rate 
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combining at the destination. The maximum instantaneous 
end-to-end mutual information, outage probability, and 
outage capacity can be derived [3]. For the interference 
model, in the broadcast period, both the covered neighbours 
of the source and the covered neighbours of the relay and 
the destination have to be silent to ensure successful 
receptions. In the second slot, both the covered neighbours 
of the selected relay and the destination have to be silent to 
ensure successful receptions.  

After obtaining the link capacity and inference models, 
the network capacity can be derived [16] as the objective 
function in the topology control problem in Eq. 1. By 
considering direct transmission, multi hop transmission, 
cooperative transmission, and interference, the proposed 
COCO topology control scheme extends physical layer 
cooperative communications from the link-level perspective 
to the network-level perspective in MANETs. The proposed 
scheme can determine the best type of transmission and the 
best relay to optimize network capacity. 

IV. AUTHENTICATION SCHEMES IN WIRELESS NETWORKS 

In the remainder of this section, key concepts of hash-
chain-based authentication and integrity protection are 
reviewed and related work in the field of hop-by-hop 
authentication is discussed. 

A. Hash-chain-based Signatures 

The fundamental idea behind hash chains is the iterated 
application of a cryptographic hash function H (e.g., SHA-1 
or a block-cipher-based hash function) on a random seed 
value s. The first result H(s) = h1 is used as input for the 
next round, yielding H(H(s)) = H(h1) = h2 until the hash 
chain has reached the desired length n. The last element of 
the chain hn is called the anchor. The elements of this one-
way hash chain are used in reverse order of creation, i.e., 
beginning with the anchor hn and proceeding with hn−1. In 
terms of a protocol, the owner of a hash chain first 
exchanges the anchor with its peer. When required to 
authenticate itself, the owner reveals the next undisclosed 
hash chain element, and thus enables the receiver of the 
element to verify that it is in possession of the hash chain. 
Attaching a notion of identity to a hash chain, hosts can 
prove their identity for re-authentication by disclosing 
previously undisclosed elements of the chain as used by 
Hauser et al. [18]. This re-authentication property is 
important for mobile multi hop networks as identities 
cannot be tied to non-cryptographic node characteristics, 
such as IP addresses, without security risks. Note that 
additional identity providing techniques, such as public-key 
authenticated hash chain anchors, are required for a strong 
assurance of identities. There are three conceptually 
different approaches for signing and verifying messages 
with hash chains: one-time signatures, time-based, and 
interaction-based.  

Neither the time-based nor the interactive approaches 
lend themselves to securing point-to point communication 
in combination with on path authentication of packets to 
suppress unsolicited traffic within the network. Moreover, 
the protocols lack adaptation capabilities regarding varying 
latency, bandwidth, and reliability requirements, and hence, 

each approach is restricted for a specific use-case. One-time 
signature schemes (e.g., [19, 20]), are not considered further 
because of their prohibitively high computational costs and 
large signature sizes. 

B. Hop-by-hop Authentication 

LHAP [22, 23] and HEAP [21] were specifically 
designed for hop-by-hop authentication in MANETs. 
LHAP uses TESLA for bootstrapping trust relationships 
between nodes, and it uses authentication tokens when 
forwarding data packets. Lu and Pooch [23] propose HEAP, 
a system that builds on LHAP but uses a TESLA-like 
protocol for securing data transmission between two 
adjacent routers. HEAP uses pair-wise symmetric keys and 
a modified HMAC function to authenticate packets hop-by-
hop. Gouda et al. present three protocols for hop integrity 
protection [24], in which symmetric keys between adjacent 
routers are used to identify injected and modified packets. 
All of the aforementioned protocols aim at preventing 
outsider attacks by unauthorized senders. However, they 
cannot mitigate insider attacks such as forged or 
manipulated messages by otherwise trusted nodes. 
Protection against these attacks would require end-to-end 
integrity protection that can be verified on every hop. Zhu 
et al. [25] and Ye et al. [26] solved the problem of efficient 
en-route verification with probabilistic approaches. 
However, both techniques are tightly coupled to a large 
sensor-network scenario with multiple cooperating sensors, 
sensing and sending the same information to a fixed sink 
(base station). Hence, the employed methods are not 
suitable for point-to-point communication between single 
hosts in networks of all sizes. Zhang et al. [27] use 
polynomial-based cryptography for authenticating packets 
in WSNs. Their approach assumes the presence of a central 
security server that provides keying-material to all nodes 
before deployment. Although this assumption is viable for 
many WSN scenarios, it is inapplicable to many dynamic 
and decentralized deployments. 

V. DESIGN OF ALPHA PROTOCOL 

In this section, the design of the Adaptive and 
Lightweight Protocol for Hop-by-hop Authentication 
(ALPHA) is presented. ALPHA protects the 
communication between two arbitrary nodes in multi-hop 
networks. It uses the notion of a protected path between 
these nodes. Before sending potentially large data packets, a 
small path reservation packet is sent to the destination, 
enabling the receiver and all intermediate nodes to 
efficiently check the integrity of the data packet. ALPHA is 
adaptive in the sense that it can be used for occasional 
signalling traffic as well as for high-volume data streams. 
Moreover, it provides integrated support for reliable and 
unreliable data transmission. 

A. Basic ALPHA Protocol 

For a better understanding, an overview of the basic 
ALPHA signature process is done before discussing 
extensions that enable the adaptation of ALPHA. The 
signature process takes place after an initial handshake in 
which the anchors of the hash chains are exchanged.  
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Fig. 2. Basic ALPHA signature scheme. Relays can 
authenticate m before forwarding it. 
 

An unprotected handshake provides each peer of a 
security association with an ephemeral anonymous identity 
that is only of use in the corresponding association. Even 
with an anonymous identity, hosts can use ALPHA to 
securely signal changes concerning an association (e.g. 
signalling new IP addresses, throttling the transmission rate, 
closing an association, etc.) to their peers. Relays learn the 
hash chain elements or anchors by observing a handshake. 
A protected handshake binds hash chains to strong 
cryptographic identities (e.g., public-key-based certificates) 
and vice versa, which allows for identifying hosts (e.g., 
insiders and outsiders) or certain roles (e.g., coordinator, 
server, and client). To protect bootstrapping, the anchor of a 
hash chain is signed with signatures based on asymmetric 
cryptography, such as RSA, DSA, and Elliptic Curve 
Cryptography (ECC). Because of the high resource 
requirements of asymmetric cryptography, ALPHA 
explicitly limits its use to this bootstrapping process. For 
strong hop-by-hop authentication towards relays, the 
public-key signature of the sender needs to be verified by 
each relay for bootstrapping and revalidated each time the 
set of relays changes. Due to the CPU complexity and 
energy consumption imposed by such cryptographic 
operations, such a strong hop-by-hop authentication can be 
assumed to be prohibitively resource intensive for 
MANETs with their frequently changing routes. However, 
it may be feasible for WSNs and WMNs in which routes 
fluctuate only occasionally. 

The goal of the signature process is to transmit an 
integrity-protected message m from a signer to a verifier in 
a way that lets relays verify that m was (a) sent by a 
legitimate sender, (b) the sender is authorized to send m, 
and (c) m has not been altered by an attacker on the path. 
The basic ALPHA signature scheme consists of a three-way 
packet exchange for each protected payload message m. 
Figure 2 depicts the packet exchange. The ALPHA 
signature scheme belongs to the class of interactive hash 
chain signatures. Hence, ALPHA uses deferred secret 
disclosure in combination with an interlocking scheme. The 
first packet announces a Message Authentication Code 
(MAC) M of m keyed with a fresh hash-chain element of 
the signer. In the second packet, the verifier acknowledges 
the receipt of the MAC and in the third packet, the signer 
sends m and discloses the hash chain element that was used 
as the MAC key. In the following the three-way signature 
process is discussed in detail.  

Typically, an end-host acts both as a signer and a verifier 
on a bi-directional packet flow. Each host uses separate 
hash chains for signing outgoing and acknowledging 

incoming packets. Therefore, the shared security context 
between two hosts A and B consists of the respective 
anchors ሼ݄௡஺௦, ݄௡஺௔, ݄௡஻௦, ݄௡஻௔ሽ . The two hash chains with 
superscript A are owned by host A while the other hash 
chains are owned by host B. Hosts use the first hash chain 
for signing data (i.e., it provides temporary keys for 
creating MACs) while they use the second chain for 
acknowledging the receipt of a message. Hence, the hash 
chains are denoted signature chain and acknowledgment 
chain and are signified by the second superscripts s and a.  

Each pair of a sender’s signature chain and a receiver’s 
acknowledgment chain protects a simplex channel. Hence, 
using the 4-tuple protects a duplex-channel between the 
hosts. Note that a different set of hash chains is to be used 
for each path. In the remainder of the section, the protection 
of such simplex channels between a signer S and a verifier 
V with the respective anchors being ݄௡ௌ௦  and ݄௡௏௔  without 
loss of generality is discussed.  

By using two hash chains per host, ALPHA creates a 
full-duplex channel consisting of two simplex channels. 
Each signature packet exchange is initiated with an S1 
packet from the signer to the verifier.  

The packet fulfils three objectives. First, a fresh hash 
chain element of the signer’s signature chain ݄௜

ௌ௦ identifies 
the signer. Second, a MAC keyed with the signer’s next 
undisclosed signature chain element M (݄௜ିଵ

ௌ௦ , m) ensures 
the integrity of m. Since attackers are not in possession of 
the undisclosed hash chain elements, they cannot forge 
valid MACs. The verifier and relays buffer the MAC until 
m and its key are disclosed through a subsequent S2 packet. 
Third, the S1 packet triggers the verifier to send an 
acknowledgment packet A1. The A1 packet indicates that 
the verifier buffered the MAC and it expresses the 
willingness of the verifier to receive m. To authenticate the 
A1 packet, the verifier attaches the next undisclosed hash 
chain element of its acknowledgment chain ݄௜

௏௔ to the A1.  
Similar to S1 packets, attackers cannot forge A1 packets 

as they are not in possession of ݄௜
௏௔ before the verifier has 

received the S1 packet. On receipt of a valid A1 packet, the 
signer discloses the key of the MAC ݄௜ିଵ

ௌ௦  and the message 
m in the S2 data packet. With this key, the verifier and all 
relays that buffered M (݄௜ିଵ

ௌ௦ , m) can check the integrity of 
m by re-computing the MAC. Tampering with the message 
m is ineffective because the verifier can check its validity 
against the tamperproof MAC from the S1 packet. 

B. Efficient On-path Authentication 

For efficiency, similar to the broadcast authentication 
scheme in [28], ALPHA only transmits the MAC of a 
message in the first packet and sends m in the S2 packet, so 
the first packet only contains small hash values. The 
message m is still protected by the MAC and the temporal 
separation between the creation and delivery of the 
signature and the disclosure of the MAC key is still 
guaranteed. These signatures are referred with delayed 
message disclosure as pre-signatures. Pre-signatures 
drastically reduce the amount of data buffered on verifiers 
and relays. Although the benefit for today’s typical Internet 
end hosts is marginal, this reduction makes hash-chain-
based signatures feasible on low-end devices, such as 
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sensor nodes. On forwarding devices in particular, pre-
signatures offer significantly better scalability with the 
number of flows than regularly signed messages. 
Additionally, the lower buffer requirements render memory 
exhaustion attacks more difficult. In the spirit of the Guy 
Fawkes protocol, pre-signatures in ALPHA do not reveal a 
message m until it can be verified. Thus, an attacker’s 
window of opportunity to react to m and influence the 
verifier is reduced by a full round-trip time. The relaying 
nodes on a path can verify the integrity and origin of a 
message if they have forwarded all previous signatures 
between the signer and the verifier. However, two colluding 
attackers can replay forged signatures to a victim relay after 
diverting genuine signature packets around the victim 
(bypass attack). While the end-to-end integrity protection 
and the on-path filtering function of unsolicited packets are 
not affected by this attack (the second attacker must be 
located on the path behind the victim and it must express 
interest in receiving the replayed packets), the secure 
extraction of signed data by forwarding nodes suffers. The 
solution for preventing this attack is to keep the set of 
relaying nodes static throughout the use of a hash chain. 

VI. IMPLEMENTATION OF COCO+ALPHA SCHEME AND 

RESULTS 

Java programming language is used to implement the 
proposed COCO+ALPHA scheme. In the remainder of this 
section, first the proposed COCO algorithm that is used to 
control the topology is discussed then COCO scheme is 
combined with existing ALPHA scheme to provide hop-by-
hop authentication. 

A. Design of COCO+ALPHA Algorithm 

Key formulae used in this algorithm are, Objective 
function that optimizes network capacity, outage capacity 
and interference. 

Objective function, ݃ ቀߛ൫ ௝ܴ൯ቁ ൌ ఌܥ	 ቀߛ൫ ௝ܴ൯ቁ ሺܫ ௝ܴሻൗ  

Outage capacity, 

ఌܥ ቀߛ൫ ௝ܴ൯ቁ ൌ 	
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The case ௝ܴ ൌ 0	corresponds to direct transmissions. For 
the other two relaying cases, if ௝ܴ  is selected for 
cooperative relaying, ௝ܴ ൅ ݉  is the same selected relay 
node but for multi-hop relaying. 
൫ߛ ௝ܴ൯ ൌ ሺߛ଴, ,ଵߛ  ଶሻ denote the received SNRs from theߛ

source to the destination, from the source to the relay and 
from the relay to the destination, respectively. 
Interference, 	

൫ܫ ௝ܴ൯ ൌ ൞

஽்൫ܫ ௝ܴ൯, ௝ܴ ൌ 0	

஼்൫ܫ ௝ܴ൯, 0 ൏ ௝ܴ ൑ ݉

ெ்൫ܫ ௝ܴ൯,݉ ൏ ௝ܴ ൑ 2݉

 

஽்ܫ 	ൌ ሺܵሻݒ݋ܥ	 ∪ 	ሻܦሺݒ݋ܥ

ெ்ܫ ൌ ሺܵሻݒ݋ܥሼݔܽ݉ ∪ ,ሺܴሻݒ݋ܥ ሺܴሻݒ݋ܥ ∪ 	ሻሽܦሺݒ݋ܥ
஼்ܫ 	ൌ ሺܵሻݒ݋ܥ ∪ ሺܴሻݒ݋ܥ ∪  ሻܦሺݒ݋ܥ
Algorithm 1. COCO+ALPHA Algorithm 
Step 0: Select a relay node, ௝ܴሾ݊ሿ  in a random fashion. 
Where, ݆ is the neighbour and ݊ is the #iteration. 
Step 1: Calculate outage capacity (ܥఌ ) of the channel 
between 		 ௝ܴሾ݊ሿ and ௝ܴሾ݊ ൅ 1ሿ. 
  And also calculate outage capacity of the channel between 
		 ௝ܴሾ݊ሿ and ఫܴ෩ ሾ݊ሿ. 
Step 2: Calculate interference in the selected channels. 
Step 3: Evaluate objective function.   
Step 4: Acceptance 
൫݃	ܨܫ	  ఫܴ෩ ሾ݊ሿ൯ ൐ ݃ሺܴ௝ሾ݊ሿሻ 
 ௝ܴሾ݊ ൅ 1ሿ ൌ ఫܴ෩ ሾ݊ሿ. (Alternative node) 
 ܧܵܮܧ 
 ௝ܴሾ݊ ൅ 1ሿ ൌ ௝ܴሾ݊ሿ. (Next node) 
  ܨܫ	ܦܰܧ
Go back to Step 1 till you complete all the links. Implement 
next steps on the established path. 
Step 5: Send S1 packet from source to destination. S1 
packet consists of SK2	and	MAC	ሾSK1൅Messageሿ. 
Step 6: Upon Successful reception of S1 packet at 
destination, send A1 packet to source. A1 packet consists of 
DK1 and SK2. 

Step 7: Upon successful reception of valid A1 packet, send 
S2 packet to destination. S2 packet consists of SK1 and 
Message. 
Step 8: Calculate MAC	 ሾSK1	 and	 Messageሿ and compare it 
with received MAC to check the integrity of the transferred 
message. 

B. Implementation and Results 

Several nodes are deployed randomly to form a MANET 
using a custom simulator which is developed using Java. 
The performance of the proposed scheme with that of an 
existing well-known topology control scheme [29], called 
LLISE, which only considers traditional multi hop 
transmissions without cooperative communications and 
preserves the minimum interference path for each 
neighbour link locally. Figure 3 shows the performance 
graph. It may be seen from the figure, the proposed 
COCO+ALPHA scheme has the highest network capacity 
regardless of the number of nodes in the network. Similar to 
COCO, LLISE is executed in a distributed manner. It 
preserves all the edges on the minimum interference path 
for each link in the resulting topology, thus minimizes the 
interference to improve network capacity. Nevertheless, 
COCO+ALPHA can achieve a much higher network 
capacity than LLISE, since LLISE only considers multi hop 
transmissions. The performance gain of the proposed 
scheme comes from the joint design of transmission mode 
selection, relay node selection, and interference 
minimization in MANETs with cooperative 
communications. At the end it is verified that Received 
MAC and calculated MAC match with each other. It means 
the proposed COCO+ALPHA scheme has successfully 
ensured hop-by-hop authentication and integrity of the 
transferred message.  
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Fig. 3. Performance comparison between LLISE and 
proposed COCO+ALPHA scheme 

VII. CONCLUSION 

In this paper, physical layer cooperative communications, 
topology control, network capacity, and authentication 
schemes in MANETs are introduced. To improve the 
network capacity and ensure hop-by-hop authentication of 
MANETs with cooperative communications, we have 
proposed a Capacity-Optimized Cooperative (COCO) 
+ALPHA topology control scheme that considers both 
upper layer network capacity and physical layer relay 
selection in cooperative communications. Simulation results 
have shown that physical layer cooperative communications 
techniques have significant impact on the network capacity, 
and the pro- posed topology control scheme can 
substantially improve the network capacity in MANETs 
with cooperative communications. Moreover, the scheme 
also ensures authentication and integrity of the 
communication in MANETs.  
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